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Abstract: Instead of focusing on concrete security requirements of each IOV applying scenario, the architecture
characteristics of the IOV networking systems were summarized, and the main security problems were extracted by
analyzing the connotation and network architecture of IOV in different development stages. Then an identity authen-
tication based three-tier security architecture over the clearly analyzed concept and structure was proposed, and the
related IOV security research with the view of the presented three-tier security architecture were surveyed. Finally,
some new developments and progresses over security of IOV were presented.
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